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KoHTponb paboymx MecT

MOLLHbIE MHCTPYMEHTbI KOHTPOS PAabOUYMX MECT, TECHO MHTErPUPOBAHHbIE C MepeaoBbIMMU
TEXHOJSIOMUSAMM 3aLLUTBI OT BPEAOHOCHbIX MPOrpaMM, BMeCTe CO CrneLman3nmpoBaHHOMN
Whitelisting-nabopatopvern NnoMoratoT 3alUTUTb Ball 6U3HEC OT COBPEMEHHbIX ANHAMNYHO
PAa3BMBAOLLMXCS YrPO3.

SAWNTA, MPUMEHEHUE NMOJIUTUK, KOHTPOJ1b

YA3BMMOCTW B JOBEPEHHbBIX MPUNOKEHMUSX, BDEAOHOCHbIE BEO-PECYPChl M HEAOCTATOUYHO 2PPEKTVIBHbIN
KOHTPOSb NEPUGEPUIHBIX YCTPOMUCTB B YCIOBKSX MOCTOAHHOIO MOSIBNEHWS BCE 6ONee CNOXHbIX YTPO3 —

BOT JIMLLb HEKOTOPBIE MPOGAEMSBI, C KOTOPbIMK CTANIKMBAIOTCA COBPEMEHHbIE KOMMaHMKW. KOHTPOMb MPOrpamMmm,
Be6-KOHTPOMb 1 KOHTPOMb YCTPOWCTB — 2TO paspaboTaHHble «JlabopaTtopuren Kacnepckoro» adQeKTBHbIE
MHCTPYMEHTbI, KOTOPbIE MO3BOAFOT OH6ECMEYNTh MOMHbBIN KOHTPO/b PABGOUYMX MECT B COCTaBE KOPNOPATUBHOW
CETU, He CHWXKasA MPY 3TOM ee MPOM3BOANTENBHOCT.

KOHTPO/1b MPOrPAMM U AMHAMUWYECKUE BEJIbIE CTTUCKU

PelueHue «JlabopaTopu Kacnepckoro» 06ecneumnBaeT HafeKHYIO 3aLLUMTY OT M3BECTHbIX 1 HOBbIX

yrpo3, No3eonas IT-aaAMMHCTPaTOPaM NMONHOCTBIO KOHTPOAMPOBATH PABOTY MPUNOXKEHNN, paspeLleHHbIX

K ICMOMb30BaHMIO Ha PaboYX MeCTax, BHE 3aBUCUMOCTW OT AENCTBUN COTPYAHMKE. MOHUTOPUHI aKTUBHOCTM
NpOrpamMm OLIEHMBAET NOBEAEHME MPUNOXEHNIN 1 2DDEKTUBHO BNOKMPYET Nobble HeXenaTe bHble NeNCTBIS,
KOTOPbIE MOTYT MOCTaBWTh MO/ Yrpo3y 6€30MacHOCTb Paboyero MecTa M KOPrnopaTUBHOM CETU B LIENOM.

» KoHTponb 3anycka nporpamm — pa3pellaeT, 610KMPYET 1 BEAET YYET 3aMyCcka nporpamMmm. [1osgondeT
MNOBbLICUTb 29DGEKTUBHOCTL PAbOThl COTPYAHNKOB 3@ CHET OrPaHUYEHMS 3aMyCKa MPUNOXKEHNN,
He UMeIOLLIMX MPSIMOro OTHOLLEHMS K paboyeMy MPOLECCYy.

» KOHTpONb akTUBHOCTUM NpOrpamMm — peryavpyeT U KOHTPOAMPYET AOCTYN MPUAOXKEHUI K pECYPCaM CUCTEMbI
M AaHHbIM. PacnpeaenseT nporpaMmmbl MO CREAYIOLIMM KaTEropysiM: IOBEPEHHbBIE, CNabo OrpaHUYEHHbIE,
CWUNBbHO OrPaHMYEHHbIE M HEIOBEPEHHbIE. YNPABASET AOCTYNOM NPOrpPamMMm K 3aMOPOBAHHBIM AaHHbIM —
HampyMep, K MHGOpMaLIMK, NepeaaBaemMon Yepes Beb-6pay3eps! U Skype™.

e MOHUTOPUHT YyA3BUMOCTEN — NPOaKTMBHAA 3alUMTa OT aTak, MCMOMb3YIOLMX YSI3BUMOCTU B JOBEPEHHbIX
NPUNOKEHMSAX.

B 60/1bLIMHCTBE 3aLLMTHbIX PeLleHuin ApYrmx NPpon3BOAMTENEN CPEACTBA KOHTPOS O6ECNedYmBatoT TONbKO
6a30BbI QYHKLMOHaN 6IOKMPOBaHWA/paspelleHns 40CTyNa. B oTanyme OT HMX, CpencTBa KOHTPONS
«JlabopaTopyi KacnepcKoro» MCnonb3ytoT obadHble 6eble CMMCKM, MO3BOSOLIME ONepaTBHO
NoyYaTb AOCTYM K CAMOW aKTyalbHOW MHPOPMALIMK O MPUIOKEHMSX.

TexHONOorMmM KOHTPONS NPOrPamMmMm, paspaboTaHHble «JlabopaTopuet Kacnepckoroy, MCNonb3ytoT ObnadHble

6enble CIUCKM A5 aHaNmn3a U MOHUTOPKMHIA MPOrPaMMbl Ha KayK[OoM CTaauy — Mpu ee 3arpyske, yCTaHOBKe
M 3anycke.
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TexHONOrMA AMHAMMYECKMX B6ENbLIX CMMCKOB,
MCnonb3yemMas B MOANTUKE «3anpeT MO YMOMHaHMIOY,
H6NOKMPYET NOMBITKM 3aMyCKa Ha paboyem MmecTe
MOOLIX MPOrPamMM, 3@ UCKIKOYEHUEM PA3PELLEHHbIX
aOMUHKMCTpaTopamMu. «JlabopaToprs KacnepcKoroy —
eAVHCTBEHHas B OTpac/uM I T-6e30nacHoOCTM
KOMMaHKs Co cneumanmsnposaHHon Whitelisting-
nabopaTopmen, KOTOpas OCYLLECTBASIET MOCTOAHHbIN
MOHUTOPWHT U OBHOBNEHME 6a3bl 6efbiX CRCKOB,
coaepxalen 6onee 500 MUNIMOHOB NPOrPaMM.

MonnTrka «3anpeT Mo YMOMHAHWMIO» MOXET
MNPUMEHATHCS B TECTOBOM Cpefie, MO3BOSSS
AIMUHNCTPATOPaAM ONpPeaendTs NErMTUMHOCTb
MNPOrpamMm A0 UX 6IOKMPOBAHKS. TakKe BO3MOXHO
CO3[aHVe KaTeropmim NporpaMm Ha OCHOBE LIMGPOBbLIX
noanmcew, YTobbl MPeOTBPATUTb 3aMyCK NErTUTUMHOIO
MO, 6610 U3MEHEHO BPENOHOCHbIMY MPOrPaMMamMm
W NONYYEHO U3 MOAO3PUTENBHOIO NCTOYHMKA.

BEB-KOHTPO/J1b

MOHWTOPUHT, GUNETPALMSA 1 KOHTPO/b BEO-CaNTOB,
Ha KOTOpPbIE MOJb30BaTENb MOXET 3aXOANTb CO
CBOEro pabo4ero MecTa, MO3BONSIOT MOBbICKTH
NPOW3BOANTENBHOCTb TPYAa M MNP STOM O6ECNEYNTb
3alUMTY OT BEO-YIrpO3 U BPEAOHOCHbIX aTaK.
«JlabopaTopumsa KacnepcKkoro» co3nana U NoOCTOAHHO
OBHOBNAET 6a3y BEO-CaMTOB, CrPYNMMPOBAHHbIX

MO KaTeropysm (CamTbl « AN B3POCbIX», UMPbI,
CcoupmanbHble CETW, a3apTHbIE UMPbl U T.A4.).
AIOMUHUCTPATOPbI MOTYT NErKO CO3/[1aBaThb M
NPUMEHSTH MONNTUKM, KOTOPbIE 3aNPELLaIOT,
OrPaHUYMBAIOT UM OTCIEXMBAIOT AOCTYMN KOHEYHbIX
NONb30OBaTENEN K OTAENbHBIM CalTaM UM KaTErOpMsam
CanTOB, a TaKxKe CO3/1aBaTb COOCTBEHHbIE CMMCKM
camToB. IoCTyn K BpeOOHOCHbIM CalTaM BIOKMPYETCS
aBTOMAaTHYECKM.

OrpaHn41Bas MCNoNb30BaHKE COLMabHbIX CETEN
M CNY>XX6 MTHOBEHHOIO OHbMeHa COOBLLEHMAMM,
Be6-KoHTpoAb MOMOraeT NnpefoTBpaThTh

yTeYKY JaHHbIX. [MBKME NOANTUKM NO3BONSOT
pa3pewaTb COTPYAHMKAM MPOCMOTP BE6G-CaNTOB B
onpeneneHHble Yachl.

KAK MPUOBPECTH

Ina ycrnerHus 3amtsl Be6-KoHTponb paboTaet
HenocpeaCcTBEHHO Ha KOMMbIOTEPE MONb30BATENS.
bnaronaps aTomy nobas 3aaHHag NOIUTUKA
NPOOCMHKAET MPUMEHSTHCS, JaxKe KOraa nofb3oBaTeNb
Haxo4WTCA BHE NepuMeTpa KOpPnopaTUBHOM ceTu.

KOHTPOJ1b YCTPOWCTB

Ina 3ddekTBHOrO pelleHmns Npotaem, CBsA3aHHbIX C
MCMOSb3OBAHMEM CbEMHBbIX YCTPOWCTB, HEAOCTAaTOYHO
NPOCTO OTKMNOUMTL USB-nopT. NomMrmMo npoyero, 3T1o
MOXET 3aTPOHYTh APYTME MePbI 3aLLUMThI, TaKME KaK
nprMmeHeHre USB-TokeHa ang opraHm3saumm VPN-
[OCTYMa K KOPrOPaTUBHOWM CETW.

KOHTPOMb YCTPOWCTB O6ECNeUnBaeT bonee rmoKmm
KOHTPOJb Ha YPOBHE LWMHbI, TUMa YCTPOWCTB

M OTAENbHBIX YCTPOMCTB, NPEAOCTaBAAA ONTUMANbHYIO
3aMTY 6e3 3amMenneHnsa paboTbl MOb30BATENS.
MoAUTVKIM KOHTPONS MOTYT TakXe MPUMEHSTHCS

B 3aBMCMMOCTU OT CEPUNHOIO HOMepPa YCTPOWMCTBA.

e YCTaHaBnvBaEeT npasnia I_IO,EI,K)'IFO‘—IGHI/IFI/
yTeHmns/3anmcu ANA Pa3iNYHbIX yCTpOI;ICTB
C BO3IMOXHOCTbLIO MPpUMEHEHUA MOJTNTUK
MO pacCnmMCaHnto.

» 3a0aeT NpaBMIa KOHTPOAS YCTPOMCTB Ha OCHOBE
MaCOK, YCTPaHss HEOOXOAMMOCTb GUIUYECKOTO
NOAKMOYEHNS YCTPOMCTB A1s 3aHEeCeHUs X
B 6enble CnN1ckK. [1o3BonseT 0aHOBPEMEHHO
3aHOCKTb B Heflble CMUCKM Py bl YCTPOWCTB.

» KOHTpOnMpyeT 06MeH iaHHbIMU Yepe3 CbeMHbIe
YCTPOWCTBa BHYTPU 1 3a Npenenamy opraHm3aLmm,
CHWYKast PUCK MOTEPU MU KPAXM AAHHbIX.

o VIHTerpmpyeTtcs ¢ TeXHONOrMAMM LUMPPOBAHMS
«JlabopaTopum Kacnepckoro» Ang BHeapeHms
NOANTUK WNDPOBAHMS Ha 3a4aHHbIX TUMax
YCTPOWCTB.

MPOCTOE YIMNPABJIEHUE

VIHCTPYMEHTEI KOHTPONS Pabovmx MecT
nHTEerpmpytoTcs ¢ Active Directory, 4yTo ynpollaeT
CO3[aHMe 1 BbICTPOE NMPVMEHEHME KOMIMIEKCHbIX
NONMUTWK B MacClUTabax OpraHmsaumu. YnpasneHue
BCEM QYHKLMOHANIOM OCYLLECTBASETCH Yepes
€AVHYIO KOHCO/b C MOMOLULBIO €ANHOTO UHTEpdENCa.

MHCprMeHTbI KOHTPOIA pa6oqu MECT He MpOoaAatoTCA OTAE/IbHO. OHun AOCTYTHbI

B CIeAyIOLLIVX MPOAYKTax MMHENKM Kaspersky Security ans 6usHeca:

« Kaspersky Endpoint Security ans 6usreca CTAHOAPTHbI
« Kaspersky Endpoint Security s 6vsHeca PACLLUMPEHHbIN
« Kaspersky Total Security ans 6usHeca

YTO6bI BbIOPATH HY>KHBIM BaM MPOAYKT, MPOKOHCYALTUPYIMTECH C MaPTHEPOM
«JlabopaTopun Kacnepckoro». KoHTakTHas MHGOopMaLL/S 1 aapeca NapTHEPOB
npeacTaBneHbl Ha Halllem canTe B pasaene http://www.kaspersky.ru/find_partner_office

MOAPOBHEE:

www.kaspersky.ru/business
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