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HEOABHUWE (M3BECTHbIE) MHLUWOEHTDI

Hackers shut down power grid in VWed Apr 27, 2016 9.02am EDT IRONGATE ICS MALWARE STEALS FROM STUXNET ‘PLAYBOOK

Related: TECH. GERMANY

It's thought to be the first cyber attack to cause a blackout. I t . f t d . t h
Malware is no longer reserved for the millions of consumer PCs all over the p

world - it's now used in corporate espionage, as tool to distupt the CO m ute r VI ru S eS researchers who say the discovery should serve as another wakeup call to the security
infrastructure of entire countries. It's been revealed that just on December ] industry to shore up its detection capabilities around ICS and SCADA threats. Irongate,
23rd, attackers were successfully able to infect computers belonging to the which shares some of the same attributes as the lethal Stuxnet malware, was found by

Ukrainian national grid, which resulted in hundreds of homes in the Ivano- O pe rato r SayS researchers at FireEye Labs Advanced Reverse Engineering which published its findings
Frankivsk region going dark. It's thought to be the first cyber attack to today.

L

Tom Spring

New malware that targets industrial control systems called Irongate was found by

FRANKFURT| BY CHRISTOPH STEITZ AND ERIC AUCHARD

result in a power outage.
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The R Register

" - T - S
S. Korea accuses North of hacking railway systems and officials e PLC-Blaster: A Worm Living Solely in the PLC
A DATACENTRE SOFTWARE NETWORKS SECURITY INFRASTRUCTURE DEVOPS BUSINESS HARDW, Ralf Spenneberg, Maik Briiggemann, Hendrik Schwartke
1 Security !OpenSource Security Ralf Spenneberg
: Get short URI P— ”
- B e g
n 533 uan MICh'gan eIeCt"c'ty utlllty downed by Abstract. Industrial processes are controlled by programmable logic controllers
ransomware attack (PLC). Many PLCs sold today are equipped with Ethernet ports and can commu-
South Korea's National Intelligence Service has accused Pyongyang of attempting to hack into railway control systems and nicate "T"I‘{'*' IP. Based on the Siemens S"Z’?T’C-l‘i;gw “";{'"’"“"‘7’;””“" a
. ’ " Al : " Al : f worm. This worm does not require any additional PCs to proliferate. The worm
wiretap officials’ smartphones as tensions continue to mount on the peninsulz. Don't click on the links, don't click on the links, don't ... s o v ol out e PLC e worin, scans. I fiehwork for 6 Targecs
(PLCS) attacks these tareets and. Lic sitself onto the found targets, Th
The National Intelligence Service (NIS) said in a press release on Tuesday that North Korean hackers penetrated the 9 My 20Nt a0, Richans Cagn < (V) 0 o @ s

smartphones of dozens of senior South Korean officials, stealing text and voice messages, Yonhap news agency reported.
A water and electricity authority in the US State of Michigan has needed a week to recover from a

ransomware attack that fortunately only hit its enterprise systems.
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BLACKENERGY — YKPAVHA, JEKABPb 2015

- [Jlek 2015 — aTakun Ha 3HeproceTb «[lpukapnatbeobnaHepro»
- 100 npeanpuaTU NONYYUNM NMCbMa C LenesbiM OULLIMHIOM.

- [locrne kpaxun y4yeTHbIX 3anmcen ¢ goctynom B ACY TTI1, nogctaHuum
ObINN BbIKNOYEHbI ANCTAaHUMOHHO (SSH 63KO0p) B PYYHOM pPEXUME.
[TapannensHO npoucxogurna DDoOS ataka Ha cuTyaumoHHbIn call-ueHTp,
a BpenoHocHbIn moaynb KillDisk oTkntoyan pag TeEXHONOrMYeCcKkmnx
NpoLEeCCOB 1 noBpexaan gaHHble Ha cepBepax ACY TI1.

- B VBaHo-®paHkoBckon obnactm 6onee 1000 noactaHumm 6binum
OCTaHOBIMEHbl HA HECKOIbKO YacoB.
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B3/TOM ACY TN — CLUEHAPWUI KPAXW

HanonHeHne 6eH30B030B «JINWHMMY» TonnMBoM. OCHOBAHO Ha pearibHbIX COObITUAX

1004

000>
Cucrema aBTOMaTM3aLUU MycTton 6eH30BO3 3anuBka Tonnuea... ¢ BeH3oBO3
B3nomaHa. Kak ato npuesxaet Ha «HebonbLOoW» NoNnpaBKOW nokupaetr
ucnonb3oBaTh? HedbTe6asy HedTeb6asy

2% TonnMBa C KaXxaoro oeH3oBo3a

10-2% q

@E 2%

(ks
-5

«JwHee»
TONJNINBO
CIinBaeTcH
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NPUYHYNHBbI MHUMOEHTOB
2 12%

r'd Apyroe

35%
?o’ 11% BpenoHocHoe N0

pyppy  OLLMOKN ONEpaTOpPOB
\ 23% €@l
J 0 QR

Ownbku B gpyrom MO

A\ 19%
Owmbkmn B ACYTI

HcmoyHuk: RISI Annual Summary 2013
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B UEM CJIO)KHOCTb 3ALLNTDI

Cnabasa ocBeOMI1EHHOCTb,
OTCYTCTBME TOYHbIX JaHHbIX
n obunme HegOCTOBEPHOMN
MHJOOpMaLnK

HeB0O3MOXXHO NPMMEHUTL
TpaauLMOHHbIE
«ohUncHbIE» Noaxoabl K
obecnevyeHmnto
©e3onacHocTu

BonbLMHCTBO aTtak HaLeneHbl
Ha ycTapeBLUMeE,
He3alUULLEHHbIE N C TPYAOM
noaggaroLmecsa oOHOBNEHUAM
0OBLEKTDI

OTcyTcTBME HaBblkOB B0pbObI C
Knbepyrposammn n npakTU4ecKoro
onbiTa obecneyeHus
knbepbeszonacHocTn B
NPOMbILLIIEHHOCTU

HeT noHuMaHus Toro,
HACKOJIbKO BaXHa
3alMLWEHHOCTb OT
Knbepartak ans
NPOMbILSIEHHbIX
npeanpuaTuUn
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O MPOMBILUTIEHHOW CHAELIN®UKE .



OPYTUE TTPUOPUTETBI BESOIMNACHOCTHU

E UHAYCTPU-
~ ANbHAA
CETb
1. AOCTYMHOCTb 1. KOHOUAEHUMAABHOCTb
2. LLEAOCTHOCTb 2. LEAOCTHOCTb
3. KOHOUAEHLIMAABHOCTb 3. AOCTYIHOCTb
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HA MOPOIE YETBEPTOW MPOMBbILLNEHHOU
PEBOJTIOLUNWN: TEXHOJNOI MYECKUE Bbl30BbI

1970-e rr.: aBTOMaTU3aUNS

By . Y Havano 20-ro Beka:
18-n Bek: napoBou npon3BoAcCTBa

aBuraTenb KOHBeviep

4 v
loTokoBbIE  UHTepHeT Belwleil B

BBIYMCNEHNA  npombilneHHoCTH
AoonTnBHoe MexxmalumHHoe

\ 1POM3BOACTBO B3aMMOOENCTBME
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KOMMJIEKCHbIV MOAX0O K OBECMEYEHUIO
KMUBEPBESOINACHOCTU NMPOMbILWJIEHHBIX CUCTEM

YpoBeHb 4 YnpaBneHue Bceit LIenoyKkoii cHabXeHWs: MHAHChI,MPOU3BOACTBO,

lNnaHuposaHue MCronb30BaHNEe MaTepuanoB, 4OCTaBKa M TPAHCMOPTHLIE onepauun.

®
> i)
ER
6usHeca n norucTuka w2358
23382
YpoBeHb 3 528
YnpasreHve YHpaaneHme N y4eT Npon3BOACTBEHHbIX onepauni. BegeHue g 2 g
NPOWN3BOACTBEHHBIMM 3anuncen n onTUMmn3aumsi NPON3BOACTBEHHOIO NpoLecca. =
s
YposeHb 2, 1 MOHWUTOPUHT, AUCNETYEPCKUIA KOHTPOSb U aBTOMAaTU3NPOBAHHOE § P
['pynnoBoe ynpasreHve, = ynpasneHue Npon3BOACTBEHHLIM NPOLECCOM S §
HenpepbIBHOE !
ynpasreHune, QUCKpeTHoe X5
yrnpasneHue N3mepeHune n 3agaHve napameTpoB NPOU3BOACTBEHHOMO ‘g_ Q
npotecca @ ©)
%
YpoBeHb 0 .
P y dunsndeckme yctpomnctaa
dusmyeckunn

II$H g
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KASPERSKY INDUSTRIAL CYBERSECURITY:

CTPYKTYPA PELWWEHWNA

CDYHKLI,VIOHAJ'II:HI:IE KOMMOHEHTHI

080

3ALMTA OT LIEHTPAIM30BAHHOE ~ MOVICK AHOMAMMIA / MOHWUTOPUHI
BPEJOHOCHOIO Mo YMNPABJEHVE KOHTPOIb YA3BUMOCTEMN
LIENOCTHOCTM

ity

3 E

CUCTEMA NMPEAOTBPALLEHNA CUCTEMA NHTEMPALIMA C OPYTMU
BTOPXEHWM PACCNEOOBAHUA NHLUMOEHTOB PELWEHNAMN

I
CEPBWCBI

OBYYAIOLWWE CEPBUCHI

OKCMNEPTHbLIE CEPBUCHI

KASPERSKY?2



KASPERYKY3

OB30P PELLEHUS @]



TUTNOBAA APXUTEKTYPA
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BEKTOPA ATAK
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BEKTOPA ATAK

Infected P h

USB keys YCTaBOK npouecca

BPEAOHOCHOE n3ImeHeHune

¢ NIOTUKM MpoLecca
Twapoyaap, nospexaeHue
obopyaoBaHus, aBapuiiHae
LS OCTaHOBKa
s

MepenonHeHne eMKocTH,
MOLLEHe4ecTso

Plant DMZ Network

BpeAOHOCHOe n3ImeHeHune
Avana3oHa AaTynKa
FlepenonHeHme eMKOCTHn,
MoLleHe4ecTBo

BpeaoHocHaa komaHga STOP

Bpe,ﬂ,OHOCHOe nsmeHeHune

BpeAoHOCHOE U3MeHeHWe
N4 napametpa

V3Hoc/paspylerue
obopyaoBaHua

SCADA/DCS Network OcraHoBKa npouecca

-
Infected LS
USB keys

Control Network

Fieldbus

peryavpyiowmit
KnanaH
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BEKTOPA ATAK
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KASPERSKY INDUSTRIAL CYBERSECURITY

Cmep
"""Qﬁj_j{"&éﬁs@? _______
IE ________
le _______
T apanm

Fieldbus
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KASPERSKY INDUSTRIAL CYBERSECURITY

<{Interne\t>
) —

Control Network

Fieldbus
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KWBEPBE3OMACHOCTb — NOCTOAHHbLIV MPOLIECC

]

OcBegoMneHHoCTb

006 yrpo3sax u
") puckax é
(ul) o

dnd

MNoonepxka n

= 9

[MpoekTnpoBaHue
CPEeACTB 3aLmThl

OugeHka puckoB

BHenpeHue
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KASPERSKY INDUSTRIAL CYBERSECURITY:
CTPYKTYPA PELWLEHUA

KASPERSKY INDUSTRIAL CYBERSECURITY

I I
MPOOYKTHI CEPBUCHI

°eeo oo

KICS FOR NODES KICS FOR NETWORKS KASPERSKY OBYYAIOLME CEPBUCHI  OKCTMEPTHBLIE CEPBUCHI
SECURITY CENTER
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KASPERSKY INDUSTRIAL CYBERSECURITY (KICS)
CEPBUCHI

O6yyarouwme cepBuUCHI
> TpeHuHrn ansa cneymanucToB no 6e3onacHoCTr
> [lporpamma noBbILWEHNSA OCBEOOMIIEHHOCTH

> [enosas urpa KIPS

AKCNepTHbIe CepPBUCHI

> AHanuna sawmeHHocTn / Cyber Security Assessment
> [lpoeKkTupoBaHMe N BHEOPEHNE PELLEHMS

> [lopaepxka n conpoBOXAEeHNE PeLLEHUS

> PearnpoBaHue n paccrnegoBaHne MHUNOEHTOB
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KASPERSKY INDUSTRIAL CYBERSECURITY (KICS)
TEXHONOIMA

Kaspersky Industrial CyberSecurity for Nodes (KICS for Nodes)
3awuTa paboumx ctaHuum, cepsepoB 1 MNJIK B npoMbILLNIEHHON CETU OT Yrpo3

Kaspersky Industrial CyberSecurity for Networks (KICS for Networks)
[MaccMBHbBIN MOHUTOPUHI CETEBOIO Tpaduka NPOMbILLIIEHHOW CETU N OOHapYXXeHne yrpo3

Kaspersky Security Center (KSC)

LleHTpanu3oBaHHbI MOHUTOPWHT U ynpasreHue KoMmnoHeHTamun KICS
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KASPERSKY INDUSTRIAL CYBERSECURITY:

KICS FOR NODES
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KICS FOR NODES
OYHKLUNOHAIJI

Application control

MpenoTBpaLLeHne N MOHUTOPUHI 3anycka
HepaspeLLeHHbIX MPUNoXeHW (BUpYChI, Nneepsl,
urpbl 1 T1.4.)

Device Control

MpenoTBpalLeHne NOAKMIYEeHUSA Hepa3peLleHHbIX
ycTpouncts (USB HocuTenu, 6ecnpoBogHbie
aganTtepbl, 3G MOAeMbI)

Antimalware

BnokuposaHue BI1O (aBpuctuyeckme u
CUTrHaTypHble MeToAabl)

Vulnerability monitor

O6HapyXeHue ys3BMMbIX npunoxeHun Ha APM un
cepsepax

Host-based firewall

duneTpayms ceteBoro Tpadumka Ha yposHe APM un
cepBepoB

PLC Integrity checker

KoHTponb uenoctHoctn nporpamm PLC

KASPERYKY2



KICS FOR NODS
NOAOEP>XXUWBAEMBbIE OC

i@ Kaspersky Industrial Cyber Security for Nodes —=1x|

Windows XP Professional SP3 u Bbiwwe:
Windows 7 Professional / Enterprise / Ultimate SP1 u Bblwe DI LII Security for Hodes cerup wizardt "
Windows 7 Professional / Enterprise / Ultimate x64 Edition SP1 u Bbiwe
Windows Server® 2003 R2 Standard / Enterprise SP2 u Bbiwe

Windows Server 2003 R2 Standard / Enterprise x64 Edition SP2 u Bbiwe

This wizard will install Kaspersky Industrial Cyber Security for
Nodes {1.0.0.,1328) on your computer,

We advise you to quit all other applications before continuing.
Click Mext to continue installation.

Cick Cancel o exit the Setup Wizard,
Windows Server 2003 Standard / Enterprise SP2 u Bblwe

Windows Server 2003 Standard / Enterprise x64 Edition SP2 u Bbiwe
Windows Server 2008 R2 Standard / Enterprise x64 Edition

Windows Server 2008 R2 Standard / Enterprise x64 Edition SP1 u Bbiwe [ ] &=

Windows XP Professional SP2
Windows 10
Windows Embedded
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KICS FOR NODES VS KES

> ONTMMN3NPOBaHHLIN HADOP KOMMNOHEHTOB

> CamocTosiTenbHasa peanusaunsa KoHTpornb 3anycka nporpamm

> [obaeneHa NpoBepka uenoctHocTn npoekto PLC

> CamoorpaHnyeHune notpebneHns pecypcos

> BO03MOXHOCTb OBHOBMEHUS C BHELLHEIO HOCUTENS

> Bo3moxHoCTb paboTbl 6e3 nepesarpysku 4o nosnyroga

> OTKnoyeHne MoHuTOopa antimalware / ToNbKO NfiaHOBLIE MPOBEPKU

> CepTtudukauus c paspabotymkamm KoMnoHeHT ACY Tr1

KASPERIKY?2



KICS FOR NODES

APPLICATION CONTROL

— Portable executables
.exe, .scr, .sys
— rundll32.exe
dll
— cmd.exe
.bat
.cmd
.com
— msiexec.exe
.msi
— mmc.exe
.msc
— wscript.exe / cscript.exe
Js
.vbs
wsf
— regedit.exe
.reg

[# Reports and Storages

Reports |Ur|pmoes~;ed files I Quarantine | Badmp‘

@ system Audit

B Device Control
Gl PLC Integrity Check

Anti-Virus protection

Fu Al protection components
3 File Anti-virus

@ System Watcher

T Firewsl

? Metwork Attack Blocker

Scheduled tasks

¥4 Undate

W

17, Scan Tasks

Application Startup Control

‘ Save report... |

(€) Today, 4/7/2016

Show importance FEK

Event date £ Event name Rule

aH 4/7/2016 10:54:36 PM Application startup prohibited File Managers
aH 4/7/2016 10:55:13 PM Application startup prohibited Default Deny
aH 4/7/2016 10:55:56 PM Application startup prohibited Default Deny
'y 4/7/2016 10:56:54 PM Application startup prohibited Default Deny
o 4/7/2016 11:00:42 PM Application startup prohibited Default Deny
0 4/7/2016 11:03:20 PM Application startup prohibited Default Deny
r'y 4/7/2016 11:05:35FM Application startup prohibited  File Managers
A4ﬁ,’2016 11:05:44PM Application startup prohibited Default Deny
aH 4/7/2016 11:09:42 PM Application startup prohibited Text Editors

aH 4/7/2016 11:20:03 PM Application startup prohibited Default Deny
'y 4/7/2016 11:25:33 PM Application startup prohibited Default Deny

! 4/7/2016 11:25:53 PM Application startup prohibited Default Deny

< i ] |

Kaspersky Industrial Cyber Security for - X
Nodes

A& #/7/2016 11:25:53 PM : Applcation startup prohibited

Object'File path: c:\users\administrator \desktop'settings.reg
Result: Blocked
Rule: Default Deny

File path
c:\program files\far manager\far.exe
c:\users\administrator \desktopnmap-7.
c:\users\administrator \desktopnmap-7.
c:\users\administrator \desktopnmap-7.
:Wisers\administratoridesktoninman-7.1_l

Application Startup Control

Application startup prohibited

The executable file settings.reg has been blocked from
starting according to an Application Startup Contral rule.

Information about executable file launch:

Computer: SCADA

User: SCADA\Administrator

Rule that blocks executable file launch; Default Deny
Launch date and time: 4/7/2016 11:25:53 PM

Complain...

CASPERIK Y2



KICS FOR NODES

APPLICATION CONTROL / TECTOBbIV PEXKUM

TecToBbIN pexxnm paboTbl MOXET MPUMEHATLCS
Kak Onsa TeCTMpOBaHWS NpaBun 3arnycka
NPUNOXEHUI, Tak N ONS NaCCUBHOIO
MOHWTOPWHra y3noB MHOPMaLNOHHON CUCTEMbI

[# Reports and Storages

Reports | Unprocessed fies | Quarantine | Badup |

= |

@ system Audit

Endpoint control

Application Startup Contral

B Device Control
Gl PLC Integrity Check

Anti-Virus protection

Pu  All protection components
T3 File Anti-virus
@ System Watcher
L Firewall

Network Attack Blocker

Scheduled tasks
&4 Update
Lﬂ Scan Tasks

Application Startup Control

‘ Save report... |

=
(£ Today, 4/8/2016

Show importance F& 0H

Event date é

@ 4/8/2016 7:58:28 PM
@ 4/3/2016 7:59:19 PM
T 4/8/2016 8:00:24 PM

L) S — 1

e 4/8/2016 8:00:24 PM : Application

NCTEPAD EXE L

Object:
Object'File path: o \windows\system32\notel
Result: Blocked

Rule: Text Editors N

Event name Rule

application startup prohibited in test mode
Application startup prohibited in test mode
Application startup prohibited in test mode

| Untitled - Notepad
e ol

Text Editors NOTEPAD.EXE
Text Editors NOTEPAD.EXE
Text Editors NOTEPAD.EXE

File Edit Format View Help




KICS FOR NODES
PLC INTEGRITY CHECKER

— KoMnoHeHT npeaHasHaveH ans
neproanYeckoit NpoBepKu @ _E 0 ﬁ
LenocTtHocTu npoekTos MJIK Kaspersky &= = D ((9)
o rIpI/IHL]'VII'I pa6OTb| f} DB Server E-Mail Server  Security Center Workstations Laptops  Smartphones \‘/
AaMUHUCTpaTOp Ha3Ha4vaeT Aans \
kaxgoro MNJIK aTanoHHbIN NpoeKkT

i
’

Internet

KICS for Nodes nepuoaunyecku
onpawwusaert NJIK n cpaBHuBaeT
TeKyl.l.lMVl npoeKT ¢ STaNoHHbLIM Historian Control Server Laptops ‘
B cny"'lae paCXO)KAeHVIﬂ Industrial Network
KOHTPONbHON CYyMMbI
reHepupyeTcsi cobbiTne ® e

HapylweHuns UuesnioCTHOCTU NpoeKTa E E

— KICS for Nodes 3awiuuiaet PLC PLC
cnepywowme mogenu MNMIK:

Siemens Simatic cepun S7-300

Siemes Simatic cepum S7-400
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KASPERSKY INDUSTRIAL CYBERSECURITY:

KICS FOR NETWORKS
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KICS FOR NETWORKS
OYHKLUNOHAIJI

[TaccuBHOEe OBHapyxeHue B Tpaduke NPOMBbILLITIEHHON CETH ...

NETWORK INTEGRITY CONTROL

* ... HECaHKUNOHNPOBAHHbLIX CETEBbLIX yCTpOIZCTB
* ... dHOMaJlbHbIX CETEBbIX NOTOKOB MeXAY yCTpOIZCTBaMM

PROCESS INTEGRITY CONTROL

* ... KPUTUYECKNX KOMaHA, nocklnaemolx Ha PLC
* ... NBMEHEHWUN 3HAYEHUN NapaMeTPOB TexmnpoLlecca
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KICS FOR NETWORKS
APXUTEKTYPA

Kaspersky
Security
Center

Control Network TAP
nEX
| KICS for
PLC RIG > & Networks
(Sensor)
Fieldbus
Control Network
SPAN KICS for
PLC PLC Networks
(Sensor)

Fieldbus

KICS for
Networks
(ccu)

Ethernet

Traffic copy
(SPAN or TAP)
M Trusted Network
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KICS FOR NETWORKS
PROCESS INTEGRITY CONTROL (INMOAX04)

3y4eHne TeXHONOrnM4eckoro npouecca ¢ TexHornoramu n nporpammmctamm ACY Tl obbekTa
MopoenupoBaHue cLeHapneB BO3MOXHbIX MPOMbILLSNEHHbIX aBapui

MogkntoveHune KICS for Networks k Toukam cbopa ceTeBoro Tpaduka

mnopT Teros U3 cuctem ans doopMmpoBaHne rnpasusl OTKITOHEHUS NapaMeTPoOB OT HOPMbI
dopmunpoBaHune, NPUMEHEHNE U TECTUPOBaHME NpaBuI

akecnnyaraumsa CMCTeMbl, MOHUTOPUHT, OBHapyXeHne OTKITOHEHNI OT rnpasus

[MpoBeneHne paccrnegoBaHne MHUMAOEHTa

Vv V VvV V V VvV VvV VvV

BHeceHne nameHeHui no pesysibtTataM MHUNOEHTAa
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KICS FOR NETWORKS
NOAOEPXWBAEMBIE TJIK

Siemens Siemens Simatic S7-300
Siemens Simatic S7-400

Schneider Electric Modicom Momentum
Modicom M340
Allen-Bradley / ControlLogix 5571 with
Rockwell Automation Communication Modules 1756-EN2TRB.
Mitsubishi MELSEC-Q
Any Any models with IEC 61850 support
Any Any models with IEC 60870-5-104 support

*HoBoe obopynoBaHue gobaBnsieTcsa rno nnaxy,
a TakK Xe no 3anpocy B Te4eHnn 3 — 6 mecsauen
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KICS FOR NETWORKS
NOoAOEPXMBAEMbBIE KOMAHAbLI MK

> KomaHgbl ayTeHTUUKauum Ha obopyaosaHnm

> KomaHngbl 3anycka / octaHoBku PLC;

> KomaHgbl ycTaHOBKK / pa3pbiBa COoedNHEHUS

> KomaHabl ounctkm namaTtm PLC.

> KomaHgbl YTeHus / 3anncu nporpammel B PLC;

> KomaHgbl YTeHus / 3annucun KoHgurypaumm B TepMuHarn

> KomaHapbl YTeHus1 / 3anucu napamMeTpoB B TEPMUHAT

KASPERIKY?2



KICS FOR NETWORKS
NOALEPXVNBAEMBIE SCADA

Siemens SIMATIC Win CC 7.X
Schneider Electric Citect SCADA 7.X
General Electric Proficy iFix 5.X
General Electric Unity Pro XL 4.0
ARC Informatique PcVue 10.x n 11.x

*[lns aBTOMAaTM3auum npoLecca MMnopTa Teros, a Tak XXe B PY4YHOM pexmnme
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KASPERSKY INDUSTRIAL CYBERSECURITY:

G

KASPERSKY
SECURITY CENTER
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KASPERSKY SECURITY CENTER
OYHKLUNOHAIJI

LleHTpanu3oBaHHOe ynpaBneHne n MOHUTOPWHT, HA YPOBHE YCTPOWCTB 1 rpymnm
LleHTpann3oBaHHoe O6HOBNEHME CUrHATYpPHbIX 6a3

PoneBoe ynpasneHue

>
>
> LleHTpannsoBaHHOe yCTaHOBKa areHToB
>
> WHterpauyua SIEM, HMI, ERP, Bl
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KASPERSKY SECURITY CENTER
LIEHTPATIN3ALNS
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KASPERSKY SECURITY CENTER
MEPAPXMF' Office Network

Kaspersky
& Security

Center

Kaspersky
Security

Center

Kaspersky Kaspersky
& Security I Security
Center Center
Industrial Facility 1 Industrial Facility 2

Kaspersky
& Security

Center
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MHTEIPALUNA KSC C HMI

— Kaspersky Security Gateway
NO4AEpPXMBaET ABa NpOToKona
obmeHa gaHHbiMu co SCADA

IEC 60870-5-104
OPC 2.0 DA

— CB#s3b C cepBepoOM
agMUHUCTPUPOBaHUSA
OCYLLIECTBIIAETCSH Yepe3 MexaHU3m
aBTomaTtmnsaumm KLAKAUT
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TCP 13 000

Kaspersky
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TCP 13 291

Administration Kit Automation

COM API
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SALLKMTA TPAHCIMOPTHOIO TEPMUHAIA VARS @

o CEE\ e

3AAYA: 21 AR

TepMI/IHaJ'I ABJIAETCA MECTOM XpPaHEHUA U NepeBalikm
TOKCUYHECKUX MaTepunasroB: NO3TOMY I'IpOTI/IBO,EI,GVICTBI/IG
BUPYCHbIM atakaM XU3HEHHO Ba>KHO AJ14 BEOEHUNA bunsHeca.

OCOBEHHOCTM:
» 3aliuTa B N30NMpoBaHHOW cpeae

» KOHTpOnb Ha OCHOBE BerbIX CNCKOB

«PeweHue Kaspersky Industrial CyberSecurity nosriHocmsto ydoeremeopsisio Hawum mpebosaHusiM, a makxe obecriequsio

makue d)yHKL(UU, KaK KOHmMpOoJsib ycmpoacms U 803MOXXHOCMb UeHmparnu308aHHOc0 yrpaesieHus U MOHUIMOpPUHza
COCMOAHUA 3allUWeHHbIX y3I108».

PomaH AHykoBuy, TexHuyeckun gupektop, VARS
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TAHEKO 3ALUMLIAET NMPOW3BOACTBEHHLIE 1% Taneco
MOLLHOCTW
3AOAYHA:

[ToooepxaHne HeENPEPbIBHOCTU

TEXHONOIMMYECKMX NPOLIECCOB Kak OCHOBHOWN
NMPUOPUTET KOMMaHUM

OCOBEHHOCTHU

» OnepatnBHas nogaepka Ha Bcex atanax

» ObHapy>XeHne HeCaHKLMOHNPOBAHHbLIX NOLKITHOYEHUI

«YKe 8 nepsbie mecsybl pabomsi peweHue rno 3awume uHOycmpuarbHbix 06bekmos «Jlabopamopuu
Kacniepckozao» 0bHapyurno HeCaHKUUOHUPO8aHHOE MOOK/TYeHUE CIMOPOHHe20 Hoymbyka K OOHOMY
U3 KOHMPOIepos, a makxe rorbimKy UuaMeHuUms napamemps! pabomsi damyukay.

Mapat 'MnemetamHoB, HadanbHuK otaena ACY T, TAHEKO
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CINACKBO 3A BHNMAHWE @

KASPERSKY.RU/ICS
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